Guidance concerning Care Everywhere data in research
Background
Care Everywhere is a Health Information Exchange that allows institutions to share electronic PHI for treatment purposes. The Care Everywhere patient information, including notes from outside organizations, displayed in eDH belongs to the outside organization that provides it; this data is not part of the Dartmouth Health medical record and does not belong to Dartmouth Health. Care Everywhere data displayed in the patient chart is marked with a Care Everywhere symbol.
Under Federal privacy law (HIPAA) and Epic’s rules, Care Everywhere data can only be requested for the patient’s treatment. 
Below is a set of criteria regarding access to Care Everywhere for study personnel engaged in the activities of a study coordinator or study monitor. Access is dependent on these personnel working under the supervision (direct or indirect) of a medical practitioner (e.g., MD, DO) caring for a Dartmouth Health patient.  
In all cases, access to outside organizations’ information via Care Everywhere by non-clinical personnel in the course of a clinical trial is the responsibility of the Principal Investigator (PI) who is or is collaborating with the patient’s treating medical practitioner.
· The study personnel’s role and activities listed below do not replace the responsibilities mandated of the PI by the FDA 1572. 
· Study personnel should not rely on Care Everywhere records as an exclusive source of safety information. Care Everywhere records are a supplemental source of safety information in addition to conversations with the patients, Dartmouth Health medical records, and medical releases from outside facilities. 

Study personnel must acknowledge, understand, and agree to the following:
· Electronic Health Information available through Care Everywhere is not to be used for research purposes, aside from the activities listed below.
· I will not query outside organizations through Care Everywhere for patient information for research purposes, aside from the activities listed below.
· Queries of Care Everywhere information will be for direct patient care and treatment only. 
· I will not incorporate external data obtained through Care Everywhere in research data reporting, aside from the activities listed below.




Criteria for study personnel to have access to Care Everywhere Data, all must be true:
a) Engaged in the activities of a study coordinator or study monitor at Dartmouth Health
b) Working on the team of and under supervision (direct or indirect) of an MD or DO Principal Investigator (PI) providing direct patient care, in addition to the investigational research oversight, for a current Dartmouth Health patient, as defined by a patient who receives initial or follow-up care through Dartmouth Health
c) Working on an investigational drug or device, or an FDA-regulated post-marketing study where a treatment is performed through Dartmouth Health. 
d) Involved in the monitoring of safety events or study outcomes for the individual patients who are enrolled in the research. 
Care Everywhere uses that are prohibited
· Retrospective chart review  
· Pre-screening before consent for eligibility for non-treatment trials
· Recruitment screening / participant identification for non -treatment trials 
· Observational research not related to a procedure, test, or intervention received through Dartmouth Health
· Patients who did not receive initial or follow-up care through Dartmouth Health  
When it is acceptable to use Care Everywhere for screening
Study personnel may use Care Everywhere to access clinically relevant information when the treatment course for a patient is being decided, including when a treatment trial is a viable option. Care Everywhere access is allowed for pre-screening for treatment trials. Accessing Care Everywhere is allowed when it is necessary for making treatment decisions. Care Everywhere cannot be utilized for observational research not related to a procedure, test, or intervention received through Dartmouth Health. 
